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B dannoui cmamve 6bi1u paccmompenbi MOOUNbHbIE CUCIEMbL C MOYKU 3PEHUS 3AUUMbL UHPOPMAYUL.
Bbvin guinonnen ananus cmamucmuku yepo3 015 MoOunbHulx cucmem. A makoice 6bin npogedem 0b30p cospe-

MEHHbIX y%euMocmeli u paccmompena MoOenb bezonacHocmu MOOUNbHOU CUCNEMbL.

Coenacno anaiuszy

CMAMUCMUKY, COBPEMEHHBIX VP03 U PACCMOMPEHHOU MOoOeau Oe30nacHocmu Obliu cOelaHbl COOMEen-
cmesyowue 8bl800bl 00 AKMYANILHOCIU UCCACO08AHUL 8 OAHHOM HANPAGICHUL.
Knrouesvle cnosa: mobunvhas cucmema, yszeumocmu, mooenv dezonachocmu, Android.

Beenenue. B Hacrosiiee BpemMsi akTyaJlbHOCTh
HCCIIeIOBaHUH B cepe MOOUIIBHBIX CHCTEM HaXo-
JIATCSL HA BBICOKOM YPOBHE, TaK KaK COBpPEMEHHBIE
MOOHITBHBIE CHCTEMBI UMEIOT OTPOMHBIN (YHKIHO-
Hal U BO3MOXKHOCTH. [lonmb30oBaTenu XpaHIT MHO-
KECTBO JINYHBIX JIAHHBIX HA MOOMIILHBIX YCTpOW-
cTBax: QoTorpaduu, KOHTAKTHI, JCIOBBIE MEperic-
KH, JOKYMEHTBHI, MMapoiy, HOMep KPEOUTOK, MO-
OunbHBI OaHk u T.a. CiemoBaTenbHO MOOWIIBHOE
YCTPOMCTBO BBI3BIBAET HHTEPEC CO CTOPOHBI 3II0-
YMBIIUICHHUKOB, KaK OOBEKT JUIS TONyYCHHUS TIPH-
obutn. TakuM 00pa3oM KOJIHYECTBO BPEIOHOCHOTO
MPOrpaMMHOTI0 OOECTiedeHHs] pacTeT ¢ OOJBIIOH
CKOPOCTBIO. MeTO/bl CHTHATYpHOTO aHanu3a d¢-
(eKTHBHO paboTaloT, OHAKO HIICHTU(HUIIPOBATH U
YCTPaHATh HOBBIE BPEIOHOCHBIC MPOTrpPaMMBbl OHH
HE CIOCOOHBI. DTO JaeT MOBOJ PacCMOTPETh NpH-
MEHHMOCTh COBPEMEHHBIX WHTEIICKTYaIbHBIX Me-
TOJOB JUIsl JETEKTHPOBAHUS BPENOHOCHBIX TIPO-
rpaMM Ha OCHOBE dBPHCTHYECKOTO aHAJIH3a.

Metonosorusi. O030p, aHaIM3 W BBISBICHUE
HEOOXOJIMMOCTH WCCJICOBAHUA B HATPABIICHUU 3a-
MUTHI HH(QOpPMAaHK B MOOMITBHBIX YCTPOHCTBAX.

OcHoBHasg 4acTb. MOOWIBHBIE CHCTEMBI
SBISIFOTCSL. ~ HEOThEMJIEMOW  YacThl0  HAIIIeH
MOBCE/IHEBHON JKWU3HU, KOJIWYECTBO TEPCOHATBHBIX
JIAHHBIX, KOTOpPBIC XPAaHATCS HA HUX, TOCTOSHHO
yBENTUYMBAECTCA. B omMYMe OT TepcoHaIbHBIX
KOMITBIOTEPOB, MOOWIJIBHBIE CHCTEMBI Pa3BHBAIOTCS
ropa3mo Owictpee. [lo wuMeOUMMCS JTaHHBIM
Bukunenuu (puc. 1), Android paboraer Ha 64 %
yerpoiictBa [1]. YumreiBas, uto mons Android
YCTPONCTB Ha PhIHKE HEYKJIOHHO PACTET, TO M YHCIIO
nonb3oBareneil cMaprGoHOB OymeT MPOAOIKAThH
HEYKJIIOHHO PacTH.

Ho mpu atom obmacth 3amuThl MHpOpMAUN
HE BCceraa MOJJIEPIKUBACTCS Pa3pabOTUUKOM H
yCIIeBaeT BCJIeA 3a Pa3BUTHEM CaMOWl CUCTEMBbI. B
COBPEMEHHBII ~ BEK  MOOWMIBHBIE  YCTPOWCTBA
WCTIONB3YIOTCS JIUISI MHOXECTBA OIepamud — 3TO
0aHK-KJIIMEHT, IMO0YTa, JOKYMEHTBI, OOJauyHbIC
cepBuchl, (oTO, BUIACO U T.J. MOOUILHBIN TenedoH
CBOEro pona OaHK TMepcoHabHONW HH(opManuy,

MIPH TIOTEpe KOHTPOJST HaJl 3THM YIOOHBIM JUIsL HAC

YCTPOWMCTBOM, MBI ~ MOXEM  IIOTEPATH  BCE
MepcoHANbHbIC JaHHbIe, (UHAHCH, aBTOPHTET.
Hampumep,  gecaTkum  ThICSY  MOJIB30BATENEH

«COepbaHka» CTaJld >KEPTBAMH MOIICHHUYECTBA.
Kak 3asBun arentctBy FlashNord wucrounuk B
MBJI, mnocrpamamun 20-30 TpIcsu dYenoBek. Bce
MoCTpaiaBIIne HCIIOb30BaJIH cMapThOHbBI
pa3IUYHBIX MapoOK Ha 0a3e OnepanuoHHON CHCTEMBI
Android. Bupyc-TposiH, OTHOCSIIUICS K CEMEHUCTBY
BpenonocHoro [10  Backdoor.AndroidOS.Obad,
MOXHINAJl JCHEKHBIC CPEICTBA C IMPUBA3AHHBIX K
teneoHHBIM HOMepaM kapT COepOanka. JKepTBbI
JIOJITO OCTAIOTCSl B HEBEACHHHM, TaK KaK MporpaMma
OJI0KMpOBaia SMS-COOOIICHUSI O CHSATHH CPEACTB CO
cuera. [Tocrpamanu 20—30 ThIcSY 4eNOBEK U ymepo
COCTaBHJI OTPOMHYIO CyMMY [3].
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Puc. 1. 'mobanpHast craTUCTHKA pPOCTa ONEPAIMOHHBIX
cucTeM

3a mocinenHWe JBa ToAa YMCIO MOOHMIIBHBIX
BPEIOHOCHBIX IIPOrpaMM BhIpociio Oosee yeM B 10
pa3 U TPEBBHICHIO 12 MIULIMOHOB B YETBEPTOM
kBapraie 2014 [4].

B 2014 romy mnpoayktel «Jlaboparopuu
Kacnepckoro» 3abmokupoBamu 6 167 233 068
BpPC€OOHOCHBIX aTaK Ha KOMIIBIOTCPhLI U MOGI/IHLHLIG
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ycTpoiictBa monb3oBareneid. Otpaxeno 1363 549
aTax Ha Android-ycrpiicTsa. Pemenus
«Jlabopatopun Kacnepckoro» orpasuinu 1 432 660
467 arax, mpoBoauBIIUXCA ¢ VIHTepHET-pecypcoB,
pasMelIeHHBIX B Pa3HBIX CTPaHaX MUpA.

3a oTYeTHBIN TepHOA OBLIIO OOHAPYKEHO:

e 4 643 582 BpEmOHOCHBIX YCTAaHOBOYHBIX
nakera;

e 295 539 HOBBIX MOOWIIBHBIX BPEJOHOCHBIX
MPOrpaMM;

e 12 100 MOOMJIBHBIX OAaHKOBCKHUX TPOSIHIICB
[1,2].

Heckonbko ner Hazax BpEIOHOCHOTO MPO-
TPaMMHOTO OOECTIeUeHHsT MPAaKTHYECKH HE Cyle-
cTBOBaJIO. Pa3paborTumku MOOWIJIBHBIX OINEpaIuoH-
HBIX CUCTEM C CaMOT0 Hayalia 3aKJa/IbIBalii B CBOM
MPONYKTH MaKCHMaJbHYIO 3alIMIIEHHOCTh OT Bpe-
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JOHOCHOTO TIpOrpaMMHOro obecrieueHust. MoOHITb-
HBIC OIICPAIMOHHBIC CUCTEMbI HE ITO3BOJIAIN BpEC-
JOHOCHBIM IIporpamMmMaM 3axXBaTbIBaThb YIIPABJICHUC
YCTPOHCTBOM.

B HacToAIIECC BpEM CUTyallld W3MCHHJIACh, B
MEpBYI0 Odepens Onaroiaps pacilIMpeHHI0 BO3-
MOYKHOCTEH MOOMJIbHBIX YCTpOHCTB. COBpEeMEHHOE
MOOHMJIBHOE YCTPOMCTBO — IMOJHOILICHHBIN pa0oumii
WHCTPYMEHT, IEHTP pa3BJICYCHHH M CPEACTBO
yrpaBieHusl JIMYHbIMKA (uHaHcamu. Yem Oombiie
BO3MOXKHOCTEH Y MOOWIBHOTO YCTPOWCTBa, TeM
CHJIbHEE OH TPHBIICKACT 3JIOYMBIINICHHUKOB, TEM
0O0JIBIIIE BPEIOHOCHBIX MPUJIOKECHUIN TOSBIIIOTCS, U
TeM OOJIbIlie CIIOCOOOB pacHpOCTpaHeHUS U 3apa-
KECHUA ITOABIIACTCA.

Ha pucynke 2 u3o0paxkeH poCT 4Ymcia MO-
OUJIBHBIX TPOSHCKUX TIPOTPaMM.

Q1-2012 Q2-2012 Q3-2012 Q4-2012 Q1-2013 Q2-2013 Q3-2013 Q4-2013 Q1-2014 Q2-2014 Q3-2014 Q4-2014

Puc. 2. KoianuectBo O6Hapy)KeHHI)IX BPC€AOHOCHBIX YCTAHOBOYHBIX IMAKCTOB

C mepBoro kBaptana 2012 roma uymcio Mo-
OWUJIBHBIX BPEJOHOCHBIX MPOrpaMM BBIPOCIIO Ooee
YeM B JIECATh pa3 U B 4UeTBepTOM KkBapTaie 2014
rofia MPeBBICKIIO 12 MIJIITMOHOB.

[lokazaTenpHO MeHseTCd U paclpeeleHue
BPEOHOCHBIX TporpamMM mo tumnam. Jlerko 3ame-
TUTh, YTO TPATUIMOHHBIE SMS-TpOSHEI M MHO-
ro)yHKI[HOHAIbHBIE O3KIOPHI YCTYHAIOT J0POry
pEKIIaMHBIM BpPEIOHOCHBIM MpOTrpaMMaM U TpoO-
sHaM-0OankepaMm. [Ipu 3TOM yMeHBIIICHUE JTOJTH Bpe-
JOHOCHBIX IMPOTpaMM Kakoro-nmubo THma BOBCE HE
TOBOPHT O TOM, YTO OHH YXOJSAT CO CI[€HBI — HE 3a-
ObIBaiiTe mpo pocT oOmiero yucia BPEJOHOCHBIX
MpOrpaMM JJisi MOOWIIBHBIX YCTPOKCTB [2, 4, 5].

CoBpemeHHbIe Yrpo3bl HH(OPMAIMOHHOI
0e30nmacHOCTH MOOMJILHBIX CHCTEM

VYTpo3bl ¢ onrcaHueM TPEICTaBICHBI B Ta0IH-
ue 1.

Taxoxke
VSI3BUMOCTH:

® BO3MOXKHOCTh YCTAHOBKH IMPOTrPaMMBbI Kak
13 oUIMATBHOTO KaTajliora MporpaMM, Tak W W3
J000T0 JPYroro JAOCTYITHOTO UCTOUYHHKA;

MOXXHO  BBIICIIUTH  CJEAYIONTNE

® BO3MOXHOCTH  JIFOOOMY  JKeNaromemy
pasmeniath B O(HIMAILHOM KaTajore MporpaMm
CBOU IIPOTPaMMBl;

® [IPOrpaMMbI HE MOJIBEPTAIOTCS
NPEABAPUTENILHON TIPOBEPKE WIJIM TECTUPOBAHUIO
MOCJIE 3arPy3KH B KATaJIOT MPOrpam;

® OTCYTCTBUE CHCTEMHBIX OOHOBJIGHUH CO
CTOPOHBI pa3paboTYHKa.

O030p cymecTBYWOIIUX METOJ0B H aJIro-
PUTMOB OOHApPY:KeHHsI BPEIOHOCHBIX MPOrpamMm
B MOOWJIBHBIX CHCTEMAX

Jnist OTKpBITOH MOOHMIIBHOM CHUCTEMBI HEOOXO-
JIMa HaJISKHAsT apXUTEKTypa 0e30MacHOCTH U TIPOo-
rpaMmHOe oOecriedeHne. B MoOwnbHOW cucreme
ObLTa peajin30BaHa MHOTOYPOBHEBas 0€30I1aCHOCTD,
KoTopasi obecrednBaeT THOKOCTb, HEOOXOAUMYIO
JUISL OTKPBITOH 11aThopMbl 1 0OeCTIeUHBACT 3aIUTY
JUTS BCEX TONb30Barteneid. B cucreme ObLT peann3o-
BaH KOHTPOJIb O€30MacCHOCTH C TOYKH 3PEHHUS pas-
pabOTYHKOB ¥ MOJTE30BATEINCH.
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ArpecuBHbIi N0Ka3 peknambl

MoteHuumanbHo onacHoe 10
YaaneHHoe ynpasnexue yCTpoicTBoM
3arpy3ka BpepoHocHoro [10

Kpaxa AanHbIX nonb3oBarens

Kpaxa gener ¢ 6aHKOBCKMX CueToB

Otnpagka SMS

If
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Puc. 3. Pacnpenenenrne MOOHIBHBIX BPEIOHOCHBIX POrpamMM 1o GyHKIusIM ((aiiis! u3 komiekimu «Jladoparopun

Kacnepckoro»)

Tabauya 1
Yrpo3bl cyliecTBYOIIME HA CerOAHALIHUN J1eHb
VYrposa Onucanune
DKCIUTONTHI CIOKHBIN THIT BPEIOHOCHOTO MPOrPaMMHOr0 o0ecriedeH s, COCOOHBIN 1aTh 3JI0YMBbIIII-

JICHHUKY BCIO MH(OPMAIUIO O TOJIb30BaTele, YCTPOHCTBE, MECTOIOIOKCHUU M TO3BO-
JIUTH YIIPABJIATH CMapTHOHOM yIaieHHO [4]. 3MOyMBINUIEHHUKH HCIIOIB3YIOT 3Ty yrpo3y,
a TaKkKe YI3BUMOCTH [8, 9] /i peanusaiyy aTak U MOJYyYCHUS MPaB YTOOBI OECIpersiT-
CTBCHHO YCTAaHABJIMBATh MPOTPAMMBbI 03 pa3pelICHHUs I0JIb30BaTEIs.

Cucrema pasperieHuit

[Ipu ycraHOBKE MpOrpaMMBbl Ha MOOMJIBHOE YCTPOHCTBO MOJIB30BATEIIO IPEIOCTABISICTCS
CITUCOK BCEX paspelleHuil s (QyHKIMH, KOTOphle OyIyT DOCTYIHBI mporpamme. Iocie
YCTaHOBKH IPOrpaMMa THOJIy4aeT BO3MOXKHOCTh BBIMOJHATh CBOU JACUCTBUS C MPEIOCTAB-
JICHHBIMH (DYHKIIMSMU 0€3 yJacTusl TOJIb30BaTEsL.

MoaudunupoBaHHbIC
OllepallMOHHbBIE CHCTe-
MBI

B Takue MOOHIBHBIC ONEPAIMOHHBIC CHCTEMBI MOTYT OBITH BCTPOCHBI BPEIOHOCHBIE
mporpamMmebl. Taxoke, Koraa U(poBoil MOANUCHI0 00pa3a CHCTEMBbI MOIUCHIBACTCS MPO-
rpamMMa, OHa ITOJIyJaeT Te K€ MpaBa, 4To M cama CHCTeMa, B KOTOpoii oHa paboTaer.

OTKpBITOCTh  MOOHJIB-

HOM CHCTEMBI

Tak kakx KOJ AOCTYIICH, OH MOKCT HMCIIOJIB30BATHCA 3JI0YMBINUICHHUKaAMH yT00OLI HaXO-
JIUTHb YA3BUMOCTHU U OIIMOKHU.

Cucremuas HWHXCHCpUA

Hcnonp3oBaHre BPEIOHOCHOW MPOrpaMMOM 4YeJIoBedecKoro (aktopa sl IOMydeHHs
1IpaB Ha YIpaBJIEHUE YCTPOHCTBOM.

CMC-tposia OTnpaBisIoT CMC C MOBBINIEHHOH TapHrduKalmeil Ha KOpOTKHE HoMepa.

TposiHbI COop KoH(pUIEHIMAILHOW HMHPOPMALMKM IOIL30BaTeNsd, [H00aBIEHHE 3aKIaJoK B
Opay3ep, BBIIOJHEHHE KOMaHI, IIOCTYMAIONIMX OT 3JI0yMBIIUICHHUKOB, oTripaBka CMC-
COOOIIEHNH, YCTAaHOBKA JIPYTHX MPWJIOKEHUH U T. . UTOOBI peaan3oBaTh BO3MOXKHOCTD
YCTAaHOBKM TNPWIOKEHUH, He BbI3bIBasg IOAO3PEHUII CO CTOPOHBI IIOJIB30BATEN.
HeoOxonumbl npasa root (IIpaBa, ¢ KOTOPEIMH pabOTAET PO CHCTEMBI).

Kommepueckue OTU NPUIOKEHNS UCTIONB3YIOTCS ISl CIIEXKKH 32 MOJIb30BaTEIIMU.

MPpOrpaMMBbI-INITMOHBI

Pexnamurie MOOyln

IpeacTaBasior co0oi MPUIIOKEHUSI U UIPhI, CHAOKEHHBIE CEPBHCHBIM MOIYJEM, KOTO-
PHIi ocTaeTcst paboTaTh Jake MOCe 3aKPBITHSA CAMOT0 MPUIOKEHHS U BPEMSI OT BpEMEHH
pa3MeniaeT peKiamy B 00J1aCTH yBEIOMIICHUIT

[Ipoune

BpeI[OHOCHI)Ie IporpaMMhbl, KOTOPBIC COYCTAIOT B cebe Ppa3JIMIHbIC (byHKHI/II/I, OIIMCaHHBIC
BBIIIC.
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Ilecounmiia
(Application
Sandboxing)

Pasperera
(Permiszions)

IToarmics Koja H

MesTipoLieccopHoe .

B3aHMO/IliCTRHE TUATGOpMA KTotIeH

(IPC) (Code Signing and
Platform Keys)

i 17

i 1t

Moaenb GezoracHocTH Android

7 a

N 7

MMHoronomb30BaTenbe
Kasi oA epKKa
(Multi-User Support)

SELinux

CHcTeMHEIE TIporepeHHBIH
00HOBIEHHS (System 3arpy3uHK (Verified
Updates) Boot)

Puc. 4. Mopens 6e301acHOCTH MOOMIIBHON CHCTEMBI

o [lecounmura;

[IporpaMMbl H30JMPYIOTCA, KaK Ha YpOBHE
nporiecca (BeIAENAETCS OTAENbHBIX MPOIECC), TaK U
Ha ypoBHE (aiiyioB (BbIIENsAETCS OTACIBHBIN KaTa-
JI0T).

e Paszpemrenus;

MobunbpHas cucTeMa MOXET HpPUCBOUTH JIO-
MOJTHUTENBHBIC TIPaBa - pa3pemieHus, YToObl Mpo-
rpaMMa MOTJIa PacIIMpUTh CBOM QyHKIMOHAN. OHH
MOT'YT KOHTPOJIMPOBAaTh IOCTYyN K JapaiiBepam, VH-
TEpPHET COEAMHEHWIO, JaHHBIM WM CepBHCaM OIle-
paLIOHHOW CHCTEMBI.

o IPC;

B MmoOunbHOI cucTeMe OOMEH CHTHAlaMH W
JaHHBIMH MEXAY MpoIeccaMd OpTaHWu30BaH C
TTOMOIIIBIO ¢dpeiimBOpKa MEXKIIPOILIECCHOTO
B3aumopeicteus  (Inter-Process Communication)

o [loamuck koaa u maatdopMa KIodeH;

Bce mporpaMMbl MOOHMJIBHOM CHCTEMBI JOJDK-
Hbl OBITH TOJIHMCAHBI WX Pa3padOTYMKOM, B TOM
YHCJIe CHCTEMHBIX TIPOTrPaMMBI.

e  MHOronoap30BaTEIbCKUI PEXUM;

3TOT peXHM JIaeT BO3MOYKHOCTh UCIIOJIb30BATh
YCTPOMCTBO HECKOJILKAM IIOJB30BATEISIMH U TIPH
3TOM Y KaXJI0ro Oy/IeT CBOE OTBEICHHOE POCTPaH-
CTBO, PECYPCHI, KOTOPhIE HEOCTYITHBI OCTAILHBIM.

o SELinux;

Cucrema SELinux mocTpoeHa Ha 3TOH OCHOBE
(a Taxke Ha ocHOBe 15 ner uccnemoBanuii NSA B
obmactu Oe3omacHoct OC), HO n00aBISIET elle
OJIMH YpOBEHb 0E30IaCHOCTH, HA3bIBACMBIH «MaH-
JIaTHOE yrpapienue nocrynom» (Mandatory Access
Control, MAC).

o CucreMHbIe 00OHOBJICHHS,;

e [IpoBepeHHBIN 3arpy3uuK.

B HacTosiiiee Bpemsi CyIIECTBYeT OOIbIIOE

KOJIMYECTBO AHTUBUPYCHOI'O IIporpaMMHOI0
obecrieyennst. OHO  paboTraeT Ha  OCHOBE
CUTHATYPHOT'O aHaJm3a, CIICIOBATEIBHO,

BPEOHOCHOE MTPOrpaMMHOE 00ecIiedeHrne KOTOPOTo
HeT B 0a3e CUTHATYP WM OHHM HE OOHOBIISUIMCH IO
Kakoi-m0o mpuunHe He Oymer oOHapykeHo. Cam
mporecc OOHapy)KEHHs, BBIABIECHUS M JT0OABICHMS
CHTHATYpel B 0a3bl aHTHBHPYCOB JIOBOJIBHO
KpPOIIOTJIMB U 3aHMMAaeT OOJBIIOEC KOJIWYECTBO
BpPEMEHH.

B yacTHOCTH HCIIOJIB3YyeTCs CITOCO0 3aIMThI OT
BPEIOHOCHOT'0 MIPOTrPaMMHOT0 o0ecIieueHrst Ha Oc-
HOBE pa3pellleHnii, KOTOpBIe YCTaHaBIUBaeMas Ipo-
rpaMMa 3ampaiidBaeT Ha STale YCTaHOBKH, HO Ja-
JICKO HE KaXKIbIH I10JIb30BaTE/b HE aHAIU3UPYET
BBIJIaBa€MbIil CIIUCOK 3aripoca.

BeiBoabl. CrienoBaTenbHO, MOXKHO ClHEIaTh
BBIBOJI B TOM, 4TO CHCTeMa He uMeeT () (PEeKTUBHBIX
CPEJICTB 3alIUThl OT BPEIOHOCHOTO MPOrPaMMHOTO
obecriedeHus.

AHaNM3 CTaTUCTHKH, CYIIECCTBYIOUIMX yrpo3, a
TaKXe CTPYKTYpBl MOjeIH 0e30macHOCTH MOOMIIb-
HOM CHCTEMBI MOJKHO CJI€JIaTh BBIBOJI, YTO aKTyallb-
HOCTb MCCJIeIOBaHM B chepe MOOUILHON CHCTEMBI
HAXOMUTCS HA BBICOKOM YPOBHE, TaK KaK OTH CH-
CTeMBI aKTHBHO Pa3BHBAIOTCS, HAPAIINBAIOTCS BO3-
MOXHOCTH ¥ (GyHKIHH. HenpepsIBHO yBETHIHBAET-
sl KOJIMYECTBO BPEIOHOCHBIX IIporpaMM. IIpu sToM
METOJIbl CUTHATYPHOT'O aHain3a 3PpGeKTUBHO pado-
TAlOT, OMHAKO HAECHTH(HUIMPOBATE W YCTPAHHUTH
HOBOE BPEIOHOCHOE MPOrpaMMHOE oOecIieueH s He
crocobusl. Ha OCHOBaHHHM H3JI0KEHHOTO BBHIIIIE,
HEOOXOAMMO CIIENaTh BBIBOJ O Pa3pa0dOTKE HOBBIX
HHTEUICKTYaIbHBIX METO/I0B amnmnapaTHo-
MPOrPaMMHBIX CPEICTB 3allUThl HH(pOpMAIMK B
YCTPOMCTBAaX MOOMJILHOMN CBSI3H.
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Zhernakov S.V., Gavrilov G.N.

THE PRESENT STATE OF INFORMATION SECURITY IN MOBILE SYSTEM

This article examined mobile systems in terms of data protection. Statistical analysis was performed threats
to mobile systems. Also, a review was undertaken of modern vulnerabilities, and the model of the mobile se-
curity system. According to the analysis of statistics, current threats and discussed the security model were
made conclusions about the relevance of research in this area.

Key words: mobile system vulnerabilities, security model, Android.
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